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o
Fingerprint anatomy

A fingerprint is composed of a set of lines (ridge lines), which mainly flow parallel,
making a pattern (ridge pattern).

The minutiae, or Galton’s characteristics, are
determined by the termination or the bifurcation of the
 ridge lines.




OCal minutae-

Minutiae-based matching consists
alignment that results in the maximum number of
minutiae pairings.
Local minutiae matching consists of comparing two
fingerprints according to local minutiae structures.

Local structures are characterized by attributes that
are invariant with respect to global transformation (e.g.,
translation, rotation, etc.) and therefore are suitable for
matching without any a priori global alignment.
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dMIIES OT 10Cal StrucCtures

Nearest neighbour-based structures:

the neighbors of the central minutia Jiang (2000)
are formed by its K spatially closest o
minutiae. This leads to fixed-length F s A

descriptors that can be usually | £
matched very efficiently. i

A critical point of these type of algorithms is the possibility of
exchanging nearest neighbour minutiae due to missing or

spurious ones.
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Fixed radius-based structures:

the neighbors are defined as all the minutiae
that are closer than a given radius R from the
central minutia. The descriptor length is
variable and depends on the local minutiae
density; this can lead to a more complex
local matching; however, in principle, missing
and spurious minutiae can be Dbetter
tolerated.

Ratha (2000)
s
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Matching fixed radius-based structures can lead to border
errors: in particular, minutiae which are close to the local region
border in one of the two fingerprints can be mismatched
because of different local distortion or location inaccuracy that
cause the same minutiae to move out of the local region in the
second fingerprint.
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Fixed radius structure;

Fixed-length descriptors;

Fast and simple matching phase;

Matching algorithm compliant to ISO/IEC 19794-2 (2005);
Portable on inexpensive secure platforms.

Common local structure New 3D IoI structure
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The directional contribution
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Example of a cylinder
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Cylinder template
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The similarity between two cylinders

C, C. Cnllin(i, . k)] = Cli,j,K)

lin(i,j,k) =(k—1)- (Ng)*+ (—1) - N+ 1

cunlt] = {'Ca[f] if ¢, [t] and c, [t] are matchable
@l 0 otherwise

{1y
4 t3

= _ (cy[t] ifc,[t] and ¢, [t] are matchable
r' e rl- h r-Il e Coialt] = {'0 otherwise
L-d -
= lcap—cplall .
v(ab) = 11 " Teoslolen] | Ca@nd G are matchable
0 otherwise
i ii v(a,b)=0.75
m ]
r" -'1 -l'-‘ v(a,c)=0.38
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Bit-based implementation

O

job)

C, The cell value: T

1 ifv = Uy
0 otherwise

Wi (V) = {

0

The similarity between two cylinders:

1 ifC,(i,j,k)=1

0 otherwise

1 ifC,,(i,j, k) # invalid
0 otherwise

cnllin(i,j k)] = {
Enllin(i,j k)] = {

éab — éaAND éb

Ca|b — Cfl AND éflb ; Cblfl — Cb AND é{lb

[[cap XOR cpja|

Ygit(a, b) :{  leapll+llesal
0 otherwise

if C, and Cp, are matchable

¢o999¢C

Vei(2,0)=0.63
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Global score and consolidation
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Pure local technigues
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Local Similarity Sort (LSS) Local Similarity Assignment (LSA)
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The basic idea is to iteratively modify the local similarities based on the
compatibility among minutiae relationships.

“3 (a1, @)
. . 5 alla?.
1. Preliminary step: dg(as,az) X
s\
— — N \
Pr={(pcobt=1,..ng1<1,<ny,1<¢ <ng \ dp(ay,a;)
e S
ng = min{n,,ngt ngp > np " \/
/1? - [rtJ Ct] dg(a,,as) o NG

\
v

. Ul
2:51 p(tk)-At ds(ay as) * dr(ay,as)
/’].i — Wpg /1%_1 + (1 — WR) Kt .

2. Relaxation step:

nR—l

p(t k) = £'3=1Z(di: #f,rf), . ds(by, by) r(b1, by)
d, = |ds(ar,, ar,) — ds(be, be, )| “?\‘-\/ . /,—If’}/
d, = |do (de(ar, ar, ) do(be,. b)) o Yer \

ds = |d¢ (dR(aTt’ aTk)J dR(b,;t, bck))| da(bl,bg)/’;“?"’ by ‘i\.\ dg (s, bs)

\ ’I dR (51: bs)

/‘Lnrei

& = t ds(by, bs)
A bg,

Minutia Cylinder-Code: A new representation and matching technique for




Local similarity sort with relaxation (LSS-R)

In the preliminary step, the ny pairs are selected using the LSS technique.
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Local similarity assignment with relaxation (LSA-R)

In the preliminary step, the ny pairs are selected using the LSA technique.
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Benchmark datasets:

— four FVC2006 fingerprint databases (DB1, DB2, DB3,
DB4);

—the datasets have been obtained using five ISO-
compliant minutiae extractors (called a, b, c, d, e)
provided by five of the best performing FVC2006
participants.

Algorithms evaluated:

— MCC16 (Ng=16, Ny=6);

— MCC16b (Ng=16, N5=6, bit-based implementation);
— MCC8b (Ng=8, Np=6, bit-based implementation);

— Jiang;

— Ratha,;

— Feng.
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Xperimenta

evaluation

Accuracy on DB2
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Efficiency
AVERAGE MATCHING TIMES OVER ALL DATASETS (MILLISECONDS)
Tes

Te | T LSS | LSA |LSS-R |LSA-R

MCC16 | 21.0| 21.0 0.5 43 2.7 47
MCC16b| 17.3| 1.2 0.5 4.3 2.8 4.7
MCC8b | 42| 03 0.5 42 29 438

Jiang 1.0| 038 0.4 43 2.6 41

Ratha 1.0{250.7 0.5 4.3 2.8 4.4

Feng 02| 123 0.5 2.4 2.8 3.1

AVERAGE MEMORY SIZE OF THE LOCAL STRUCTURES, OVER ALL
DATASETS, MEASURED IN BYTES

Y

Raw Compressed format | Compressed format
format ‘ (rar) % (zip)

Size Size Ratio Size Ratio
MCC16 | 209253 | 103766 202% | 104595 200%
MCC1é6b 7630 1457 5247% 1642 465%
MCC8b 1913 605 316% 655 292%
Jiang 1068 608 176% 647 165%
Ratha 26543 | 19487 136% 20046 132%
Feng 1428 567 252% 614 233%
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e Conclusions:

— Local structure characteristics:
» fixed radius structure;
« fixed-length descriptors
* bit-oriented representation;

— Matching algorithm characteristics:
* high accuracy;
* simple and fast;
* suitable to be used on embedded systems/smart cards;

— Patent pending;

» Future researches:
— Fingerprint indexing;
— Template protection.
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